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The Original Software Process

2. Dept. 
1. Requester 3. Procurement             

Services

Reviews 
request and 
submits 
requisition 
(1 day)

Submits request 
to the department 
(1 day)

Receives request 
and submits PO to 
supplier (same day)
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Software is no longer physical
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Current Software Procurement Process

1.  Procurement reviews questionnaire and either forwards it to OIT to begin a           
security review or dept. is given permission to purchase.   
2.  OIT asks department to request HECVAT, Security Plan, and SOC Type II
report from supplier.  
3. OIT provides security review assessment and assists departments in 
completing Appendix DS.
4.  Department sends UC Contract templates (UC T&C, Appendix DS, GDPR, 
BAA) to supplier to review.
5.   Supplier provides feedback/edits.
6. Contracts team reviews edits and negotiates with supplier.  

1.  Agreement is finalized.  
2.  PO is issued or paid with PALCard. 

***Additional 2-4 weeks during  FY end*** 

1.  End user submits request to dept. 
2.  Dept. submits KFS requisition or request to PALCard team for approval
3.  Procurement verifies if any existing agreements are in place. 
4.  If no agreement exists, Procurement forwards software questionnaire to dept.  
5.  Dept. consults with end user and local IT to fill out questionnaire. 
6.  Dept. submits questionnaire to Procurement for review.

Request
(1-2 weeks)

Review 
(2-6 weeks)

Purchase
(1-2 Days)
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Software Procurement Team
Requester

UPPOC – Unit Procurement Point of 
Contact

UISL – Unit Information Security 
Lead

OIT Security Risk & Compliance

Procurement Services
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05
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Administrative UISLs

Find your department’s UISL at 🌐🌐 security.uci.edu/isc.html
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Academic UISLs

Find your department’s UISL at 🌐🌐 security.uci.edu/isc.html
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OIT Security Team

UCI Campus UCI Health

• Josh Drummond
Chief Information Security Officer

• April Sather
Assistant Chief Information Security Officer

• John Denune
Security Risk & Compliance Program Manager

• Gabriel Gracia
Data Security Manager

• Steve Chen
Security Information Protection Architect

• Uma Rapaka
IT Security Architect
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Procurement Services Team

Procurement/Strategic Sourcing Contracts
• Patrick Ko

Senior Buyer

• Sarosh Siganporia
Strategic Sourcing and Procurement Manager

• Snehal Bhatt
Chief Procurement Officer

• Andrew Calderon
Contracts Manager

• Laura Moss
Principal Contracts Analyst

• Shelia Thomas
Contracts Analyst
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New Software Procurement Process

5. UPPOC forwards SW Procurement Questionnaire and 
Supplier documents for Security Review. UPPOC also 
routes contract documents to Procurement Services and 
enter a KFS requisition (if applicable). OIT provides 
security review assessment and reviews/negotiates the 
Appendix DS.  Any other Appendices will be reviewed by 
their respective parties. OIT will address and resolve any 
exceptions.
6.  In conjunction with OIT, Procurement Services will 
negotiate contract language with supplier.

7.  Agreement is finalized.  
8.  PO is issued or paid with PALCard. 

***Additional 2 - 4 weeks during  FY end*** 

1. Requester completes SW Procurement 
Questionnaire and submits to UPPOC.
2. UPPOC reviews questionnaire and 
identifies/completes required Appendices. UPPOC 
also checks for existing agreements. If no 
Appendices required, proceed with purchasing.
3. UPPOC completes Appendix DS Exhibit 1 with 
requester.
4. UPPOC forwards UCI Contract Templates to 
Supplier for review and requests additional security 
documents.

Request
(1 - 3 days)

Review 
(1 - 3 weeks)

Purchase
(1 - 2 Days)

Request
(1 - 2 weeks)

Review 
(2 - 6 weeks)

Purchase
(1 - 2 Days)

Old Process (3 - 8 weeks) New Process (1 day - 4 weeks)
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1. Requester
Completes the Software 
Procurement Questionnaire and 
submits to the Unit Procurement 
Point of Contact.
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2. Unit Procurement Point of Contact 
(UPPOC)
• Reviews the Questionnaire
• Verifies if there are any existing 

agreements
• In coordination with the UISL, 

determines if the purchase needs 
the required Appendices and further 
Review

• If the purchase is low risk/low dollar, 
issue PO (referencing UCTC) or pay 
via PALCard.  
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3. Requester with UPPOC
Completes Appendix DS Exhibit 1.
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4. UPPOC
Sends Draft Copies of the UCI Purchasing 
Agreement, UC Terms and Conditions, 
and Appendices to the Supplier to review.

AND 
Requests the Supplier send to UCI:       
(a) Information security and privacy 
policies/plan.
(b) 3rd party security review (e.g., SOC 
Type II  report)
(c) HECVAT self-assessment
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5. UPPOC 
Forwards items to IT Security Team and Procurement Services  to 
initiate the Review Process:
1) SW Procurement Questionnaire
2) Supplier documents

UCI Campus Reviewers

UCI Health Reviewers

HIPAA Data?

NO

YES

***Submits requisition in KFS***
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securityreviews@uci.edu secriskassessment@hs.uci.edu

UCI Campus Review 
Process:
• UCI Campus Security 
• UCI Campus 

Privacy/GDPR
• UCI Campus Accessibility
• UCI PCI

UCIH Review Process:
• UCIH Security 
• UCIH Privacy Office/GDPR 
• UCIH Accessibility

UCI Campus 
Reviewers

UCI Health 
ReviewersExceptions? 

Exception 
Process

Exceptions 
Resolved?

Yes

No

END
Software Not Procured
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securityreviews@uci.edu secriskassessment@hs.uci.edu

UCI Campus Review 
Process:
• UCI Campus Security 
• UCI Campus 

Privacy/GDPR
• UCI Campus Accessibility
• UCI PCI

UCIH Review Process:
• UCIH Security 
• UCIH Privacy Office/GDPR 
• UCIH Accessibility

UCI Campus 
Reviewers

UCI Health 
ReviewersExceptions? 

Exception 
Process

Exceptions 
Resolved?

Yes

Yes

OR
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securityreviews@uci.edu secriskassessment@hs.uci.edu

UCI Campus Review 
Process:
• UCI Campus Security 
• UCI Campus 

Privacy/GDPR
• UCI Campus Accessibility
• UCI PCI

UCIH Review Process:
• UCIH Security 
• UCIH Privacy Office/GDPR 
• UCIH Accessibility

UCI Campus 
Reviewers

UCI Health 
ReviewersExceptions? 

No
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6. Procurement Services
• Reviews/Negotiates any redlines or changes in contract language in 

parallel with OIT’s review process.  

• Once the security review and contracts negotiation have concluded, 
the Contracts Team will finalize the contract (incl. Appendices) and 
route for signatures.

• Issues Purchase Order or pay via PALCard.

• Adds the software to the University’s inventory.
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Best Practices for End Users/Requesters

Submit your requests as early 
as possible.

Consult with your UPPOC first. Be 
sure to fill out the Software Procurement 
Questionnaire.

NEVER sign any supplier T&C or
Agreements on behalf of the University.
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Best Practices for UPPOC

Check for existing agreements. Verify
compliance with BUS-43 and PCC.

Verify that the Software Procurement
Questionnaire is filled out accurately and 
completely. 

Allow sufficient time for software review. 
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